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Executive Summary 

ADP weaknesses. However, GAO did identify ways to strengthen the pro- 
cess for identifying and correcting material ADI' weaknesses in the Fed- 
eral Employees’ Compensation Act systems. 

P#incipal Findings 

The Employment Standards Administration has made progress in cor- 
iiiii recting its administrative control weaknesses. However, the automated 

medical fee schedule could be expanded for additional control. For 
I example, fees for pharmacies and hospitals, which accounted for about 

42 percent of medical billings in 1986, are not included. While Federal 
I Employees’ Compensation Act officials have not ex@lored the feasibility 

of expanding the fee schedule to include such provi$lers as pharmacies 
and hospitals, another agency -the Health Care Financing Administra- 
tion-uses automated maximum allowable charge schedules to control 
medical costs for the most frequently used prescription drugs and all 
inpatient services. (See pp. 13 to 18.) 

Plocedures W ill Not 
I 

; 

prove ADP Security 
Unless Properly 
Ir plemented 

h 

The Employment Standards Administration plans to establish agency- 
wide ADP security procedures by December 1987 to correct long-standing 
ADP security weaknesses. Yet, GAO and the Inspector General of the 
Department of Labor found that existing security procedures to control 
access to Federal Employees’ Compensation Act payment systems were 
not being followed. For example, GAO found that cortractors without 
security clearances were actively involved in developing, operating, and 
maintaining these payment systems in violation of existing policies. 
Until these security weaknesses are corrected, Fed&al Employees’ Corn- 

1 
pensation Act systems may be vulnerable to improtier payments with 
little likelihood of detection. (See pp. 19 to 24.) 

Progress Is Being Made to The Employment Standards Administration report$d that a single, inte- 
tieplace Federal grated ADI” system to replace the existing Federal Epployees Compensa- 

Gmployees’ Compensation tion Act systems is needed to correct reported weaqnesses in accounting 

Act Systems for payments, billings, and debt collections. It is taljing positive steps to 
w improve its contractor oversight and systems development methodology, 

and is addressing these weaknesses which were ideintified in Labor’s 
Office of Inspector General and GAO'S audit reports:of previous, unsuc- 
cessful attempts to replace the systems. (See pp. 2fi to 28.) 
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Executive Summary 

had been properly corrected with the existing fee schedule and indicated 
it does not plan to conduct a feasibility study to determine whether the 
medical fee schedule can be expanded. (See ch. 2 and app. II.) 

In evaluating Labor’s comments, GAO found that by limiting its interpre- 
tation of the medical fee schedule material weakness to six types of 
authorized providers of medical services and procedures, Labor was 
inconsistent with the broader description of this weakness as discussed 
during congressional hearings and in the progress reports related to the 
hearings, Labor disagreed with the feasibility of using Health Care 
Financing Administration price limits that are described in this report. 
GAO did not recommend that they be used by Labor. iRather, GAO pro- 
vided these price limits only as examples of how automated controls 
could be established. 
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E&ecutive Summary 

Ptirpose Government agencies have a specific obligation under the,Federal Mana- 
gers’ Finaneial Integrity Act of 1982 to reduce fraud, waste, and abuse 
by improving their accounting and internal control systems. This act 
requires that agencies report to Congress any materiajl weaknesses iden- 
tified during mandatory, annual internal control evaluations, and their 
plans for correcting those weaknesses. At the request of the Chairman 
and the Ranking Minority Member of the Employment and Housing Sub- 
committee, House Committee on Government Operations, GAO examined 
the progress made by the Department of Labor’s Employment Standards 
Administration to comply with the Financial Integrity Act by ensuring 
that its Federal Employees’ Compensation Act automated systems con- 
tain adequate internal controls. 

Specifically, GAO was asked to determine whether the:Employment Stan- 
dards Administration (1) is making progress in correcting material auto- 
m+ted data processing (ADP) weaknesses reported by the Department of 
Labor, (2) has identified all its material ADP weaknesses, and (3) has an 
effective process in place for identifying and correcting ADP internal con- 
trol weaknesses. 

Background The Federal Employees’ Compensation Act ADP systems are used to com- 
pensate federal employees or their dependents when these employees 
are injured or killed on the job, or contract a work-related occupational 
disease. Payments can be made to employees, their medical providers, or 
their dependents. The systems track,,and account for these payments 
and bill the employing agency for payments made to the claimant’s case. 
In fiscal year 1986, these systems made approximately $1 billion in 
payments. 

Between fiscal years 1983 and 1986 the Department of Labor, in accor- Ir 

dance with the Financial Integrity Act, identified mat+rial ADP weak- 
nesses in the Federal Employees’ Compensation Act automated systems, 
and scheduled actions for correcting them. 

I 

$ults in Brief The Employment Standards Administration has made~ progress in cor- 
recting reported material ADP weaknesses in the areas of administrative 
controls over claims, ADP security, accounting, billings~, and debt collec- 
tion. However, additional actions are needed, such as determining the 
feasibility of expanding the automated medical fee schedule and com- 
pleting a replacement computerized system, before some of these weak- 
nesses are fully corrected. GAO did not identify any unreported material 



Executive Summary 

No Additional Material 
At)P Weaknesses Were 
Idjentified 

I 

During its review, GAO did not identify additional material ADP weak- 
nesses that it believed should have been reported. The ADP material 
weaknesses reported by Labor for the Federal Employees’ Compensa- 
tion Act program encompassed the specific weaknesses identified by 
GAO. (See p. 29.) 

Additional Actions Could The Employment Standards Administration’s process for identifying 
hhnefit Financial Integrity and correcting ADP weaknesses generally complies with guidance from 

Abt Review Process the Office of Management and Budget and the Department of Labor. 
However, contrary to this guidance, the Employment Standards Admin- 
istration closed or planned to close material ADP weakness cases before 1 
verifying that the weaknesses had been properly corrected. (See pp. 30 
to 32.) 

The Employment Standards Administration’s Financial Integrity Act 
officials made only limited use of the results of accountability reviews 
at Federal Employees’ Compensation Act district offices. These reviews 
were cited by Labor as a means to measure the effectiveness of internal 
controls and compliance with the Financial Integrity Act. (See pp. 32 to 
36.) 

Rxommendations GAO recommends that the Secretary of Labor require the Assistant Sec- 
retary for Employment Standards Administration to (1) reopen the cor- 
rective action regarding the automated medical fee schedule and 
determine the feasibility of expanding this schedule, (2) ensure that ADP 
security procedures are followed, and (3) improve the process for identi- 
fying and correcting material weaknesses. (See pp. 16, 24, and 36.) 

b 
Additional recommendations are contained in this rtport to correct spe- 
cific security weaknesses in the Federal Employees’ !Compensation Act 
ALW systems. (See p. 24.) 

Agency Comments dations and described reasonable actions to implemqnt them. Labor did 
not concur with GAO’S recommendation to reopen thq corrective action 
on the medical fee schedule. Labor stated that GAO hlad (1) inappropri- 
ately redefined the material weakness that led to the establishment of 
the medical fee schedule by including other authoritied providers of 
medical services and procedures, and (2) proposed infeasible solutions 
for expanding the schedule. Labor concluded that the material weakness 
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c%qpter 1, --_-~ 

Introduction _ 
--- 

Since the passage of the Federal Managers’ Financial Integrity Act of 
1982 (31 U.S.C. 3612), government agencies have been required to 
increase emphasis on reducing fraud, waste, and abuse by improving 
management of federal operations and by strengthening their account- 
ing and internal control systems. At the end of each calendar year begin- 
ning December 31, 1983, agencies must report any material weaknesses,’ 
including automated data processing (ADP) weaknesses, that they have 
identified during mandatory, annual evaluations, as well as their plans 
and schedule for correcting those weaknesses. In addition, agencies are 
also required to report on whether their accounting systems conform 
with GAO’S principles, standards, and related requirements. This report 
examines the Employment Standards Administration’:s (IBA) progress in 
complying with the act, with regard to its Federal Employees’ Compen- 
sation Act (FECA) automated systems. 

~ECA, as amended (5 USC. SlOZ), authorizes workers’ compensation 
benefits for federal employees with job-related injuries or diseases. The 
IXA program is administered by the Assistant Secretary for IBA, Depart- 
ment of Labor. Two offices in ESA have responsibility for ensuring that 
the program has adequate internal controls and accounting systems. The 
first, the Office of Workers’ Compensation Programs, administers the 
program through a FECA national office. The FECA national office devel- 
ops policies and procedures, and 13 FECA district offices approve claims, 
determine benefit levels, authorize payments, and monitor claims to 
ensure continued eligibility for benefits. The second office responsible 
for internal controls, the Office of Management, Administration, and 
Planning, provides central support services, including ADP support, to 
PGCA and other program components at ESA’S national office in Washing- 
ton, D.C., and to Regional Administrators in the field. ‘This office is h 
responsible for the development and implementation of a program to 
detect and prevent waste, fraud, and abuse, and to improve IBA’S inter- 
nal controls. 

Payments to P~XA claimants and medical providers made through the 
Federal Employees’ Compensation fund, which the 0 of Workers’ 

’ Financial Inte 

ity or embarrassment for the agency, or could be of importance to the public or third parties. 
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Chapter 1 
Introduction 

Compensation Programs manages and in most cases replenishes through 
billings charged back to the claimants’ agencies. During chargeback year 
1986-July 1986 through June 1986-the Office of Workers’ Compen- 
sation Programs reported that it paid about $1 billion in payments, con- 
sisting of about $169 million for medical expenses and about $866 
million for compensation benefits. 

In its Financial Integrity Act reports for fiscal years 1983 through 1986, 
K% identified five material ADP weaknesses. Labor reported that: 

l In 1983, administrative controls for the NXA program needed to be mod- 
ified to prevent fraudulent provider claims. 

l In 1984, FF~~'S compensation payment system had improper accounting 
for certain transactions. 

. In 1986, FECA'S debt collection activities, FEXA chargeback billings, and 
&%-wide ADP security were inadequate. 

Corrective actions were planned and scheduled for each of these weak- 
nesses. Corrective actions were identified to improve administrative 
controls that prevent fraudulent provider claims. In addition, BA 
planned to correct its ADP security weaknesses through the issuance of 
ADP security policies and procedures. Finally, the development of a sin- 
gle, integrated FECA automated system was planned to improve FYXA’S 
accounting, debt collection, and chargeback billing activities. 

At the request of the Chairman and the Ranking Minority Member, 
Employment and Housing Subcommittee, House Committee on Govern- 
ment Operations, we examined the progress made by FS in complying 
with the Financial Integrity Act’s requirement that its FECA automated b 
systems provide adequate ADP internal controls. Specifically, we were 
asked to determine whether ESA 

l is making progress in correcting material ADP internal control weak- 
nesses reported by Labor under the Financial Integrity Act, 

l has identified all its existing material ADP weakness&, and 
l has an effective process for identifying and correcting material ADP 

weaknesses. 

To determine ESA’S progress in correcting reported material ADP weak- 
nesses for the FECA program, we interviewed I%A and FEXA system offi- 
cials and examined the internal controls and security over transactions 
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Chapter 1 
Introduction 

at the ~kxx national office and at 2 of km’s 13 district offices-wash- 
ington, DC., and Kansas City, Missouri2 This analysis included an eval- 
uation of the ADP security procedures at the national office and at the 
Kansas City district office. We also reviewed documentation associated 
with E%‘S efforts to develop a replacement system and compared the 
material ADP weaknesses reported by Labor with the specific corrective 
actions taken or planned. We did not attempt to independently identify 
the effects of the weaknesses; instead, we relied on several reports 
issued by Labor’s Office of Inspector General and GAO between Septem- 
ber 1978 and March 1987, which we have identified as appropriate in 
this report. 

To determine whether additional unreported material weaknesses 
existed, we considered the results from our work above, and also met 
with officials from the Air Force, Department of Health and Human Ser- 
vices, and the Postal Service, who are responsible for verifying billings 
for their agencies. Together, these three organizations8 account for 
approximately $366 million or about 36 percent of the $1 billion in 1986 
FEdA payments. 

To determine whether ESA has an effective process for identifying and 
correcting ADP internal control weaknesses, we discussed a’s process 
for identifying and tracking its internal control weaknesses with ESA 
officials. We also spoke with Labor’s Director of Information Resources 
Management, who has oversight responsibility for ensuring that needed 
corrective actions are incorporated in Labor’s ADP systems. Finally, we 
interviewed the FEN program manager and other ESA officials, as 
needed, to determine the status of actions already taken or planned that 
correct previously reported material weaknesses. 

Our review was performed between August 1986 and July 1987 in 
accordance with generally accepted government auditing standards. 
Chapters 2,3, and 4 of this report address the progress J%% is making in 
correcting reported material ADP weaknesses in the FE@ program. Chap- 
ter 6 describes the steps we took to determine whether additional mate- 
rial ADP weaknesses existed. Chapter 6 addresses ESA’$ process for 
identifying and correcting material ADP weaknesses. 

“‘I’hc two E’ECA district offices at Kansas City and Washington, DC. were sale&d judgmentally. 
lksults obtained from this sample were not generalized beyond those offices. 
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Administrative Controls Over Clakns Have Ifken 
Strengthened but Could E3e Expanded 

In its 1983 Financial Integrity Act report, Labor stated that the adminis- 
trative controls in the FECA program, including those that ensure the 
accuracy and reasonableness of payments to medical providers, were a 
material weakness that needed to be improved. The report included 
Labor’s planned corrective actions, which focused on the establishment 
of (1) a joint review with the Office of Personnel Management to iden- 
tify procedures for reducing or eliminating dual benefit payments by 
FECA and the Office of Personnel Management, (2) a suspension and 
debarment list of fraudulent medical providers to protect the system 
against providers who had a record of abuse, and (3), an automated med- 
ical fee schedule to ensure that claims submitted by medical providers 
were reasonable. We found that progress has been made in these areas, 
but that the automated medical fee schedule could be expanded to better 
ensure that the FECA system is protected against unreasonable or fraudu- 
lent medical claims. 

al Benefit Payments 
ve Been Reduced 

Generally, federal employees or their beneficiaries are not eligible for 
both PJXX payments and Office of Personnel Management federal retire- 
ment annuities. In the past, however, dual benefit payments have gone 
undetected. In 1983, Labor’s Inspector General found that some FFXA 

beneficiaries had improperly received federal retirement benefits at the 
same time that they were receiving FECA benefits. As a result, in its 1983 
Financial Integrity Act report, Labor stated that E.sA had established 
procedures for matching payment records with the Office of Personnel 
Management to identify dual benefit payments. 

Since that time, the Office of Workers’ Compensation Programs has 
reduced dual payments through a series of successful automated 
matches of records with the Office of Personnel Management. In June b 
1983, the Office of Workers’ Compensation Programs and the Office of 
Personnel Management conducted a computer match to identify those 
employees or their beneficiaries who were receiving~unauthorized dual 
benefit payments. The Office of Workers’ Compen&ion Programs, as 
the matching agency, compared social security numbers on FECA's auto- 
mated compensation payment system files with socijal security numbers 
on Office of Personnel Management annuity recordsi Incorrect FECA pay- 
ments that were identified through the matches werb tracked and col- 
lected through the FECA debt collection process. The bgencies conducted 
two more matches, in 1985 and 1986, under an interagency agreement 
signed in February 1986. The purpose of these matches was to detect, 
identify, and follow up on payments of prohibited dual benefit 
payments. 
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Chapter 2 
Admiutetrative CkmtroLs Over Claims Have 
Been Strengthened but Could Be Expanded 

The FF& official who had responsibility for the Workers’ Compensation 
Programs’ part of the matches told us that ESA plans to conduct matches 
every 6 months in the future. Since their inception, the matches have 
identified over $1.1 million in FIXA payments improperly received by 
claimants who also received federal retirement annuities. Reduced 
amounts of duplicate claims were identified in 1986 (the most recent 
date that figures were available) indicating that the matches are helping 
HA to successfully identify and eliminate ineligible FECA beneficiaries. 

During 1981 and 1982 hearings of the Permanent Subcommittee on @spended and 
barred Medical Investigations, Senate investigators testified that three FECA medical 

providers who had been convicted of fraud had received FECA payments. 
State medical licensing boards were relying on newspaper articles to 
identify doctors who had been convicted of abusive practices against 
government agencies. Both the Senate investigators and Labor’s Inspec- 
tor General determined that more effective suspension and debarment 
procedures were needed to prevent previously convicted fraudulent 
medical providers from receiving FEXA payments, In its 1983 Financial 
Integrity Act report, Labor stated that it would establish such proce- 
dures to improve its administrative controls. 

In July 1984, FZ~A first established regulations to suspend or debar medi- 
cal providers, These procedures require any physician, hospital, or pro- 
vider of medical services or supplies to be excluded from FECA payments 
if that provider 

l has been convicted under any criminal statute for fraudulent activities 
in connection with any federal or state program that has medical pay- 
ments similar to those provided by FECA; or h 

l has been excluded or suspended, or has resigned in lieu of exclusion or 
suspension, under the above provisions. 

To implement the regulation, FECA'S national office identifies for exclu- 
sion fraudulent or suspended medical providers by examining the 
Ilealth Care Financing Administration’s sanction repbrt, which lists 
excluded Medicare providers alphabetically by last name. Each FEXA dis- 
trict office compares the list of excluded medical propders with its 
automated list of approved providers for that district. 

Labor’s Office of Inspector General compared the entire August 5, 1986, 
list of excluded medical providers with the list of medical providers 
receiving V’ECY payments at six FECA offices and found no instances of 
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Chapter 2 
Adminlstr~tlve Controls Over Claims Have 
Been Strengthened but Could Be Fzpanded 

excluded providers receiving F%A payments. We selected 20 medical 
providers from the October 1986 sanction report, plus the 3 unautho- 
rized medical providers cited in the 1981-1982 Senate hearings. Using 
automated information retrieval and analysis techniques, we compared 
them to the medical providers receiving I%(% payments during 
chargeback year 1986 and determined these providers had not received 
payments. 

An EVA official said that they plan to expand their list as part of an 
Executive Order, Executive Order 12549, “Debarment and Suspension,” 
dated February 18, 1986, which directs federal agencies to participate in 
a governmentwide program for debarment and suspetision. Under this 
order, the debarment or suspension of a participant in a federal assis- 
tance or benefit program by one agency will become effective govern- 
mentwide, and a central list of excluded participants kill be maintained 
by the General Services Administration. In response to this order and 
subsequent Office of Management and Budget (OMB) guidance, Labor 
directed PCSA in June 1987 to participate in this program and assist in 
developing Labor regulations to implement the order. 

Automated Medical Each year between 1983 and 1986, Labor reported that it was working 

Fee Schedule Does Not on the establishment of an automated fee schedule as part of its correc- 
tive actions to ensure accurate and reasonable payments to E’ECA medical 

ver A ll Medical providers. In June 1986, ESA implemented its automated medical fee 
schedule, which provides a comparison of fees in the schedule with 
claims submitted by medical providers to ensure that the charges are 
reasonable. In its 1986 Financial Integrity Act report, Labor stated that 
the material weakness had been corrected. According to ESA estimates, 
from June 1986 through January 1987, use of the schedule had reduced b 
the $26.9 million in medical fees billed to FECA during, that period by 
about $1.4 million. We believe that implementation of the fee schedule is 
an important first step; however, the current schedu]lt! only covers ser- 
vices and procedures that comprised less than 50 pedcent of the pay- 
ments for 1986. 

The medical fee schedule, as currently implemented y FICA, is incom- 
L plete-only 6 of the 21 provider types’ of medical pr, cedures or ser- 

vices authorized by FEXA, are included: physicians, physicians who are 

113A uses 2 I provider-type codes to indicate medical procedures and setices authorized for FECA 
paymenb, such as physicians’ services, hospital patient charges, rehabilit&ion services, and trans- 
portation costs. 
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Chapter 2 
Administrative Controls Over Claims Have 
Been Strengthened but Could Be Expanded 

not doctors (for example, clinical psychologists), laboratories, x-rays, 
chiropractors, and therapists. These provider types were chosen, 
according to a FECA official, because coding related to these types was 
already available in FECA payment systems for medical procedures and 
services. IJsing ESA figures, we calculated that these 6 provider types 
account for about $83 million, or 49 percent, of the $169 million in medi- 
cal payments for chargeback year 1986. The remaining 15 provider 
types, including pharmacies and hospitals, are not covered, and pay- 
ments are made according to the amount billed with no verification of 
reasonableness; therefore, the reasonableness of fees billed by 16 of the 
21 authorized provider types are not evaluated by the FFZA automated 
system. Although not covered by the medical fee schedule, pharmacy 
and hospital fees account for $6.6 million and $64 million, respectively, 
of FECA medical billings for chargeback year 1986 (or 42 percent). 

Recognizing that all provider types are not covered, a officials stated 
that the current fee schedule will have to be carefully monitored to 
ensure that providers do not attempt to avoid fee limitations by shifting 
their billings from a provider type code that is covered by the fee sched- 
ule to one that is not, Although the Office of Workers’ Compensation 
Programs pointed out in its 1986 medical fee regulations that it would 
revisit the issue of hospital cost containment, EU officials explained 
that they have no plans for expanding the automated fee schedule sys- 
tem since it is difficult to establish fees for billings and account for the 
prices of the numerous types of prescription drugs and hospital charges. 

There may be feasible alternatives that would overcome ~rxx's difficul- 
ties in providing automated coverage to control the other provider 
types. For example, we found that the Health Care Financing Adminis- 
tration (another agency that makes medical payments to beneficiaries) 
has implemented controls that may be adaptable to the WCA medical fee 
schedule. Health Care Financing Administration officials told us that 
they set limits on certain charges for medical services, such as prescrip- 
tion drug prices for pharmacies and inpatient charges for hospitals 
under the Medicare and Medicaid programs. The Heblth Care Financing 
Administration requires states to establish and maintain automated sys- 
tems to check the reasonableness of pharmacy billings under the Medi- 
caid programs. The Health Care Financing Administration estimates 
that its control of prescription drug prices should save about $270 mil- 
lion over the next 6 years. 

To control its hospital costs, the Health Care Financing Administration 
also controls hospital payments for inpatient services that are billed 

Page 14 GAO/IMTJNXS-9 ADP Internal Controls 



Chapter 2 
Administrative Controls Over Claims Have 
Been Btrengthened but Could Be Expanded 

through Medicare by using a system known as Diagnosis Related 
Groups; these groups are sets of diagnoses that are expected to require 
the same level of hospital resources to treat patients. There are 470 
Diagnosis Related Groups and a payment rate is established for each 
one. Since 1982, the Health Care Financing Administration has main- 
tained and updated these groups and their associated payment rates on 
an automated system, which claims-payment agents use to pay bills sub- 
mitted by hospitals. In 1987 we reported that the inflation adjusted 
growth rate of Medicare hospital costs decreased substantially after the 
new payment system was implemented and that we believed the new 
system had played a key role in limiting the increase.” 

ESA officials responsible for the medical fee schedule told us that it 
would be beneficial to study the feasibility of increasing the number of 
covered provider types. Also, although Labor had reported the medical 
fee schedule as a completed corrective action in the 1986 Financial 
Integrity Act report, these officials said that the results of a feasibility 
study and discussions with Health Care Financing Administration offi- 
cials about their medical payment controls could result in additional 
provider types being added to the medical fee schedule. 

Gonclusions uu has made progress in correcting the material weakness related to 
administrative controls that were identified by Labor in its 1983 and 
subsequent Financial Integrity Act reports. Computer matches have 
been conducted with the Office of Personnel Management to identify 
and reduce unallowable dual benefit payments. In addition, FECA district 
offices are given lists of medical providers barred from Medicare and 
Medicaid to exclude from their rolls, and medical fee schedules have 
been established to provide ceilings for some medical procedures and b 
services. 

On the basis of the actions it has taken, Labor reportted in 1986 that it 
had corrected the administrative control material weakness. However, 
W A ’S automated medical fee schedule, an administr$tive control over 
FEXX medical payments, covers only 6 of FECA’S 21 provider types; it does 
not include hospitals and pharmacies-which comprise about 42 per- 
cent of FECA medical payments. Although FSA stated1 it may be difficult to 
include additional medical fee limits, such as pharmacy charges and hos- 
pitals, including these limits does appear to be feasible because another 

2Mw.lieare md Medicaid: Effects of Recent Legislation on Program and Beneficiary Costs, GAO/ 
1-4’53, April 8,16X%‘. 
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agency-the Health Care Financing Administration-has established 
fee limits on prescription drugs and inpatient hospital charges. EJA has 
no plans to determine alternatives to establishing reasonable limits on 
the costs of the uncovered medical provider types, but said determining 
an alternative would be beneficial. W ithout such limits or some alterna- 
tive internal controls, corrective actions to ensure that claims submitted 
by medical providers are reasonable will remain incomplete. 

Rhcommendations We recommend that the Secretary of Labor reopen the closed corrective 
action with respect to expanding the automated medical fee schedule to 
include noncovered provider types, such as hospitals and pharmacies, 
and direct the Assistant Secretary for JZSA to determine the feasibility of 
expanding its automated medical fee schedule to include the currently 
uncovered provider types, as part of completing this corrective action. 
The Secretary should continue to report this issue as an open corrective 
action until appropriate internal controls are implemented. 

Agency Comments and Labor officials did not concur with this recommendation. (See app. II.) 

Our Evaluation They stated that (1) we had redefined the scope of the material weak- 
ness to include additional provider types beyond Labor’s interpretation 
of the deficiency and (2) our suggested solutions were inappropriate. 
However, as discussed below, Labor had not originally limited the scope 
of the deficiency to the six provider types included in the current auto- 
mated fee schedule. Furthermore, our recommendation did not ask 
Labor to implement the Health Care Financing Administration examples 
we provided. Rather, we asked Labor to determine the feasibility of 
expanding its automated medical fee schedule. We provided the exam- 
ples to show how one agency had implemented automated internal con- b 
trols over medical payments not covered by FECA'S current automated 
medical fee schedule. 

Labor officials stated that the existing medical fee schedule was devel- 
oped and implemented to correct a specific, narrowly-defined deficiency 
identified in the E’ECA program’s medical bill payment process, concern- 
ing inappropriate billings for physicians’ services. Therefore, Labor 
stated it believes the corrective action was appropridtely closed as the 
originally identified deficiency was resolved. 

However, 1982 congressional hearings, related Labor progress reports, 
and Labor’s Finaneial Integrity Act reports substantiate our definition 
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of the deficiency as being broader than inappropriate billings for physi- 
cians’ services, and include a lack of adequate internal controls over 
payments for other medical procedures and services. For example, dur- 
ing hearings before the Permanent Subcommittee on Investigations in 
March 1982, the then Deputy Secretary for IZZA did not limit the discus- 
sion of the deficiency just to inadequate controls over medical payments 
for physicians’ services. Instead, he stated that Labor needed to seek 
ways to improve controls for other ~%XA medical payments, such as to 
hospitals and pharmacies, as well as for physicians’ services, ESA prog- 
ress reports to the Subcommittee subsequent to those hearings also 
described the need for internal controls over medical payments beyond 
those covered by the existing medical fee schedule. 

An ESA preliminary pilot project described in these reports also substan- 
tiates our broader view of the deficiency. This projed, which was con- 
ducted in San Francisco, documented that screening hospital charges for 
drugs, intravenous costs, and medical supply costs for inpatient care of 
FIXA claimants resulted in a reported savings of 38 percent in payments. 
Therefore, we believe the hearings, ESA progress reports, and the pilot 
project demonstrate our position is correct, and that Labor’s interpreta- 
tion of the deficiency as explained in its response to our draft report 
includes only a part of the original deficiency first reported as a mate- 
rial weakness by Labor in its 1983 Financial Integrity Act report. In that 
report, Labor stated that “Controls . . . in the administration of the Fed- 
eral Employees’ Compensation Act must be modified to reasonably 
assure that payments to medical providers are accurate and timely.” 

Labor officials cited several reasons why they consider it inappropriate 
at this time to expand the medical fee schedule to include hospitals and 
pharmacies and said our examples with respect to the Health Care 
Financing Administration may not be feasible for thiE! FECA program. 

b 

Labor concluded that any solution will be difficult and for pharmacies 
may not be practical. We included the Health Care Financing Adminis- 
tration limits on hospital charges and drug prices as! examples of how 
another agency has established automated internal controls over such 
payments. We did not propose the use of the HealthlCare Financing 
Administration’s fee schedule as a solution which Lbbor should adopt. 
Our recommendation recognizes the need for Labor to study the feasibil- 
ity of expanding its automated fee schedule. 

Labor officials agreed with us however that more can be done to control 
~U.X medical costs and stated that they are taking actions to control 
these costs. These actions include: (1) requiring second opinions prior to 
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many kinds of surgery; and (2) exploring the use of automated processes 
to screen the appropriateness of medical procedures for a given claim. 

In our opinion, these actions, once implemented, together with the 
existing fee schedule are important steps towards establishing effective 
controls over medical bill payments. But, until controls over the rest of 
FECA’S medical bill payments are developed and implemented or shown 
to be infeasible, the corrective action should remain open. 
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-- 
As a result of previous E% studies and Inspector General reviews, the 
Secretary of Labor stated in the 1985 and 1986 Financial Integrity Act 
reports that ADP security weaknesses might be present in various ESA 
systems, which included the FECA systems. The Secretary did not iden- 
tify specific ADP security deficiencies, but instead reported in 1985 that 
the general “areas of concern are personnel security, physical security, 
contingency planning, software design and development, and contractor 
security.” As a corrective action, ESA issued an ADP security policy in 
March 1987, and plans to issue general guidelines for JIDP security proce- 
dures in December 198’7. F&‘S internal control officials stated that the 
guidelines would correct this material weakness by compiling all of the 
security procedures with which ESA components should comply. These 
officials said that they believed that the security procedures would 
serve as a baseline for measuring each component’s performance. 

However, procedures alone will not correct ADP security weaknesses. 
While our work did not focus on the adequacy of ADP security proce- 
dures, we did identify existing procedures that were not adequately 
implemented. During our review we found ADP security weaknesses in 
the areas of computer access controls and security clearances for con- 
tractor personnel, even though procedures already existed to prevent 
these weaknesses from occurring. 

In 1980 and 1981, Labor’s Inspector General assessed the vulnerability 
of the EC& systems at the request of ESA management and found “a gen- 
eral lack of security consciousness among management and staff in the 
district offices reviewed.“’ ’ ’ E.AA generally agreed with the Inspector Gen- 
eral’s specific recommendations -which included improving controls 
over access to case files, providing ADP security training, and improving 
controls over passwords-and FECA guidance was issued on ADP security 

b 

in 1981 and 1982 to implement them. The guidance, in the form of FEU 
circulars and bulletins, was intended to improve controls over ADI’ secur- 
ity. However, follow-up reviews in 1983 and 1984 by ESA and the Inspec- 
tor General showed that FFU security procedures imblementing the 
Inspector General recommendations were not always being followed. 

The Chairman of the Senate Permanent Subcommittee on Investigations 
concluded in a July 1983 letter to Labor’s Inspector General that FIXA 

‘Offiw of In~pc~ti~r General rcgo 
Operations ih Six District Offices 
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management was not adequately following the Inspector General’s rec- 
ommendations about internal controls over disbursements and computer 
security and that more needed to be done to ensure that computer secur- 
ity recommendations were followed. FJSA’S vulnerability assessment in 
fiscal year 1984 confirmed that ADP security remained an area of con- 
cern for all IBA components including FECA. As a result, ESA reported ADP 
security as a material weakness. 

OMR and FF,CA security policies provide that access to information 

unauthorized System resources be protected from accidental, intentional, or unauthorized 
modification, destruction, or disclosure. However, we found that at the 

Have Not Been FECA national office and Kansas City district office, Federal and FECA 
access control procedures were not being followed. W ithout applying 
proper access controls at both the national and district offices, an unau- 
thorized payment could be initiated and processed without detection. 

ser Identifiers and II I? sswords Were 
I&properly Used at FECA 
0 ffices 

According to Federal Information Processing Standards Publication 83, 
Guideline on User Authentication Techniques for Computer Network 
Access Control, September 29, 1980, passwords are used to authenticate 
the user at a terminal. The publication provides that a unique password 
should be assigned to each user, that passwords should be carefully pro- 
tected since they are “critical to system security,” and they should be 
changed periodically. In addition to passwords, this publication further 
points out that user identifiers are an additional unique code commonly 
used to provide further user accountability, such as for logging system 
usage by the user. FECA procedures also contain guidance to ensure that 
the processing of FECA payments be password protected, that the pass- 
word be changed monthly, and that it be given only to authorized per- b 
sonnel who have a need to know it. 

FECA'S national office acquires computer resources from a commercial 
timesharing service. FECA personnel using this service include FECA 
employees and contractors. The commercial timesharing service’s secur- 
ity procedures, which FECA incorporated into its own security proce- 
dures, require that unique user identifiers and passwords be assigned to 
system users. Users access their respective information resources from 
pre-assigned terminals using a password and their user identifier. 

At the FECA national office, the security manager, contrary to security 
procedures, assigned common passwords and user identifiers to the con- 
tractor personnel working with FECA files to initiate payments. W ithout 
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individual passwords and user identifiers for each individual working 
with these files, individual accountability of computer usage is not 
possible. 

The national office security manager said that the timesharing service 
was responsible for access controls through its application of a security 
software package. However, the timesharing service security manager 
explained that the customer agency, in this case FECA, was responsible 
for defining and reviewing the use of passwords and user identifiers. 
Further, in accordance with a FECA circular, FEO, security managers 
have been given responsibility for ensuring compliance with FECA secur- 
ity procedures. 

According to the FECA national office security manager, FTXYI had 
assigned national office contractor personnel common user identifiers 
and passwords when they first began working together to test FECA pay- 
ment systems. At that time, FECA did not want to restrict the access of 
these contractors because of the nature of their work. FECA continued 
this practice when these contractors also began to execute production 
programs. However, as part of the conversion to a new timesharing ven- 
dor in April 1987, the new vendor required FECA to assign individual 
user identifiers and passwords to all FFU employees and contractors 
accessing the FECA systems. The FECA security manager believed this 
change should provide increased accountability of computer usage, 

To comply with PECA procedures, the Kansas City security manager pro- 
tects access to the FECA system by pre-approving user identifiers and by 
assigning passwords to individuals authorized to access the system. 
These procedures further require that users properly protect their pass- 
words by preventing them from being seen by other persons. We found, 1, 
however, two employees who had improperly protected their passwords 
by placing them under the top sheet of their desk calendars, where they 
could be easily found. 

Although the security manager used words randomly selected from the 
dictionary, he did not properly protect these passwotids. They were kept 
in an unlocked drawer. We also found that unsucces$ful attempts to 
access the payment systems were neither recorded nor reviewed by the 
security manager. As a result, the system was vulnerable to unautho- 
rized access, 

Also, FIXI procedures require that access to terminals be controlled. 
These procedures require district offices to keep terminal assignments 

Page 2 1 GAO/IMTFGSS-9 ADP Internul Controls 



Chapter 3 
ISA Procedures Will Not Improve ADP 
Security Unless Properly Implemented 

to the minimum needed to perform payment functions and, if possible, 
to locate these terminals in a secure room. Yet, we found that two termi- 
nals in the Kansas City district office, which had the capability to access 
F’ECA payment files, were outside the secure area and were being used by 
other ESA organizational units that were not authorized to access the 
payment file. When we notified the Kansas City district office manager 
of these security weaknesses, he agreed to take corrective actions. 

!ed to Review National According to Publication 83, repeated unsuccessful access attempts, 
fice Report on 
kauthorized System 
cess Attempts 

beyond an allowed limit, such as three to five attempts, should not be 
ignored and security personnel should be notified. For FECA systems, an 
unsuccessful access attempt occurs whenever a user enters an incorrect 
user identifier or password. To protect data resources from unautho- 
rized access, FECA’S timesharing service provides a security software 
package that denies access to users entering incorrect user identifiers or 
passwords and, if requested, produces a log of unsuccessful access 
attempts which includes such information as the user identifier, termi- 
nal used, and the date and time of day for later review. Also, the soft- 
ware package provides the security manager with the option of 
discontinuing the terminal connection after a designated number of 
unsuccessful attempts. These preventive steps could preclude a poten- 
tial intruder from randomly discovering the right password and user 
identifier through repeated access attempts. 

We found that the security manager for FECA'S national office was not 
following federal guidance or using timesharing service-provided secur- 
ity software to monitor unsuccessful attempts to access the FECA sys- 
tems. In the 1980 contract with its timesharing service vendor, ESA 
required the contractor to generate a report of security violations for b 
security review, but since at least November 1985, ESA has not requested 
that reports be generated. 

Furthermore, the FECA national office security manager was not aware 
of, and did not request, the system-produced access log to check for 
repeated unsuccessful access attempts. At our request, the timesharing 
service generated an April 1987 violation report, showing 69 unsuccess- 
ful attempts to access the system, which the FECA security manager was 
unable to explain. 
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FECA Contractor I%XA has over 120 contractor personnel entering and processing FECA 

P@sonnel Lacked ADP payments, as well as maintaining the FECA systems. In addition, at dis- 
trict offices, contract personnel serve as security managers responsible 

Sfcurity C learances for overall district office security. OMB Circular A-130 points out that 
proper screening of government employees and contractor personnel, 
“participating in the design, development, operations, or maintenance of 
sensitive applications” should be conducted to the e$tent needed, 
“depending upon the sensitivity of the information to be handled and 
the risk and magnitude of loss or harm that could be caused by the indi- 
vidual.” In addition, EX% Notice 83-1942 provides for three levels of 
security clearance- critical sensitive, noncritical sensitive, and nonsen- 
sitive-and requires that “all positions, including contractor personnel, 
involved in or associated with the design, storage, retrieval, access or 
dissemination of information maintained within the ~Federal computer 
information systems be reviewed to determine the abpropriate type of 
security clearance needed for the position.” Since ti contractor per- 
sonnel are involved in entering payment data, maintaining and develop- 
ing EEU automated systems, and processing ~XCA payments, they meet 
these criteria. However, IBA has no assurance that these contractor per- 
sonnel have received security clearances as required by OMB and IBA 
guidance. 

The Kansas City district office manager said that the four contract 
employees who enter district data into the FECA district office system do 
not have security clearances. He said he was unsure whether the main- 
tenance contractor personnel were cleared. ESA officials in Washington, 
D.C., later confirmed that no FECA national and district contractor per- 
sonnel were cleared. According to Labor procurement and ESA officials, 
contractor personnel had previously been bonded, but this practice was 
discontinued because of budget cuts. As a result, I&+ officials did not A  
have any evidence that these contractors were cleared or were in com- 
pliance with ESA Notice 83-194, 

1 

Cjonclusions 

*I 

F& is planning to establish procedures to correct its ADP security weak- 
nesses, and believes these procedures, together with the March 1987 
issuance of ADP security policy, will provide F& with centralized guid- 
ance on ADF security. However, centralized guidanc without compliance 
does not provide appropriate security over ADP sys t? ms. The FECA , 
national office and the Kansas City district office have ADP security 

2k%4’s Office of Management, Administration, and Planning Notice 83-1184, “ADP Security Clear- 
uws,” April 20, 1983. 
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weaknesses in the areas of access controls and contractor clearances 
because existing procedures are not being followed. Until these ADP 
security weaknesses are corrected, FECA systems may be vulnerable to 
improper access by unauthorized users, which could result in unautho- 
rized or questionable payments, with little likelihood of detection. 

commendations The Secretary of Labor should ensure that the Assistant Secretary for 
IBA provides for adequate internal controls to protect FXCA ADP systems 
and requires that ADP security procedures are followed. As part of this 
requirement, the Assistant Secretary should ensure that actions are 
implemented to improve ADP internal controls which include the 
following: 

Protect system access by providing each authorized FYXA user with a 
unique user identifier and password so that user accountability can be 
effectively tracked, in accordance with Federal Information Processing 
Standard Publication 83 and FFXA procedures. 
Ensure that the FEXA national office and Kansas City district office 
security managers comply with Publication 83 to monitor unsuccessful 
attempts to access the FECA system and take corrective actions as 
necessary. 
Determine and implement the level of security clearances needed for 
contractor personnel working on FECA systems, in accordance with JZSA 
Notice 83-194. 
Determine whether the specific ADP security weaknesses identified at 
the FECA national office and the Kansas City district office also exist at 
other FECA district offices, and if so, correct them. 

Abency Comments and Labor concurred with our recommendations and provided its plans for 

Oar Evaluation 
addressing them. (See app. II.) Labor, however, did note one problem 
concerning district office security managers monitoring unsuccessful 

/ attempts to access the FECA systems. The district offices’ existing sys- , terns do not produce an access log that would facilitate this monitoring. 
Labor said it will examine the feasibility of acquiring or writing soft- 
ware that would provide this capability, but added it may be impractical 
to implement this feature given the current schedules for replacing the 
systems. Labor stated, however, that it will address this requirement 
when developing specifications for the replacement system discussed in 
the next chapter. We believe this action together with Labor’s other 
planned actions to improve FECA security is, if properly implemented, 
responsive to our recommendations. 
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, 

kSA plans to correct three material ADP weaknesses reported in the 1985 
and 1986 Financial Integrity Act reports by replacing FFKA’S existing 
systems with a single, integrated automated system. Two earlier 
attempts, initiated in 1974 and 1978 and costing over $30 million, to 
develop a single integrated automated system were unsuccessful. 
According to our testimony’ and Labor’s Inspector General reports and 
correspondence, these attempts failed because of IBA’S inadequate sys- 
tems development methodology and contractor oversight. The project 
office for the Federal Employees’ Compensation Data System Enhance- 
ment Project, established in 1986 to develop the replacement system, 
has proposed a staffing level and systems development methodology 
through which it plans to avoid the problems in the previous FIXA 
replacement attempts. It is too early in the project’s’development to 
determine whether the steps taken by this office ar adequate to avoid 

? previous audit concerns, but on the basis of our rev’ew the project 
office’s proposed approach appears reasonable. 

The existing systems were developed as interim systems between 1978 
and 1981. There are four existing systems: a system to manage cases, 
two payment systems for claimant compensation and”payments to medi- 
cal providers, and a system to charge back payments from federal agen- 
cies. The three reported material ADP weaknesses and the planned 
replacement system corrections are as follows: 

. The current compensation payment system was reported as improperly 
accounting for certain transactions, such as withholdings, and payments 
to separate payees for a single case (for example, child support pay- 
ments for divorced claimants). IBA’S plans for the replacement system 
include an integrated accounting system to correct these accounting 
weaknesses. According to Labor’s 1985 and 1986 Financial Integrity Act 
reports, the replacement system will improve accuracy by eliminating 

, 

data redundancy and substantially automating the processing of medical 
bills and computation of compensation payments. 

. Mllings to agencies were prepared by the chargebadk system from pay- 
ment and case management data provided by other ~FIF:CA systems. These 
billings were significantly different from the Department of Treasury 
records of actual ETECA payments. When reconciling 

,t 
he 1982 and 1983 

chargeback annual totals with Department of Trea, ury records of pay- 
ments, Labor’s Inspector General found a net underbharge to the billed 

“Ike Efforts of the Department of Labor to Develop a Computer System’ to Suppo rt the Federal 
F:mployees’ Compensation Act Program, statement by Phillip A. Bernsteiin, Deputy Director, Human 
Resources Division, before the House Subcommittee on Manpower and Ifousing, Government Opera 
tions Committee, April 10, 1979. 
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agencies of $1.4 million. JBA has modified the existing chargeback sys- 
tem to partially correct this weakness and plans to integrate chargeback 
billings with the rest of the replacement system, thereby eliminating the 
need to reconcile and transfer data from the separate systems. 

l According to a 1985 Labor Inspector General report,” the FEC4 auto- 
mated debt collection system did not accurately account for interest, 
penalties, and administrative costs, and was not properly tracking and 
reporting overpayments as required by the Debt Collection Act of 1982. 
ESA plans to correct these system limitations in the interim by imple- 
menting an Automated Debt Management System, but over the long 
term plans to include debt collection functions as part of the FECA 
replacement system. 

P evious Efforts to 
D velop an Automated 
F CA System Were 
U successful 

I 

/ 
1 , / / 

) , 

Two earlier attempts, costing more than $30 million over a 12-year 
period, to provide the FXCA program with a single, integrated, automated 
system were unsuccessful. As we testified in 1979, the first attempt, 
during 1974 through 1978, was unsuccessful because of serious pro- 
gramming and coding problems. ESA had not established sufficient man- 
agement controls over its developmental efforts, such as setting forth 
the methodology to be followed during the system’s development. We 
further testified that IBA provided little supervision and monitoring to 
detect outdated and deficient systems documentation developed by the 
contractor. As a result, ESA was unable to monitor progress and identify 
and deal with problems that arose during the development of the auto- 
mated system. Although interim FEU systems were established between 
1978 and 1981, ESA realized that a single FECA system was still needed. 

Labor’s Inspector General found similar problems with the second 
attempt to replace the interim systems, made during 1978 through May I, 
1986. For example, the Inspector General found that ESA’S contractor 
had not properly defined the system design, and therefore had not met 
system requirements. In addition, ESA had not provided adequate inter- 
nal control and security requirements, and had not properly estimated 
life-cycle costs. The Inspector General concluded that ESA had not pro- 
vided the replacement attempt with strong project managementb3 

“Office of Inspector General Report, “Audit to Determine the Existence of an Aggressive Debt Collec- 
tion System and Compliance with other Provisions of the Debt Collection Act of 1982,” December 
1986. 

“Office of Inspector General Report, “Difficult Decisions Needed for FEXS Level II,” March 31, 1986. 
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The current replacement system is scheduled to be operational by fiscal 
year 1994. Separate contracts are to be awarded for hardware and soft- 
ware development. IBA estimates the system’s life-cycle cost at $32 mil- 
lion over 8 years in 1987 dollars. 

CUrrent Development The replacement system pro,ject office, which was established in 1986, is 

Effort Is Addressing 
taking steps to address the audit concerns of previous replacement 
attempts by 

Phst Concerns - . planning to increase the number of computer specialists assigned to the 
project office, which would reduce the number of contractor personnel 
reviewed by each specialist, and thereby strengthen Labor’s technical 
oversight of contractor efforts; and 

l preparing systems development documentation in accordance with 
Labor guidance, which provides for system requirements, objectives, 
alternatives, and related costs and benefits as a means of measuring and 
documenting system development progress. 

The project office, based on Office of Personnel Management regulations 
and its own internal estimates of a proper government-to-contractor per- 
sonnel ratio, established computer specialist staffing needs to oversee 
the contractors. According to the project manager, there is no formal 
guidance on determining how many government staff are needed to 
oversee the contractor’s efforts, but the project office determined that 
there should be a ratio of about one government computer specialist for 
every four contractor personnel to properly oversee and provide ade- 
quate technical review to the contractor’s efforts. 

By applying this ratio to its project office staffing, the project office con- 
eluded that it would have to increase the number oft computer specialists 
in the project office from 4 computer specialists-the number of com- 
puter specialists overseeing contractors during the previous replacement 
attempt-to 9 specialists. The project office staffing needs request of 21 
staff members including 9 computer specialists waq approved by the 
Department of Labor in July 1987. The project manager will hire the 
additional staff beginning in fiscal year 1988. ~ 

I%!,. is also taking action to better define its system development method- 
ology. In accordance with system development methodology guidance 
contained in the Department of Labor’s Handbook for Acquisition of 
Information Technology Resources, dated December 1986, the project 
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office is preparing separate definition-of-needs statements and technical 
studies for the replacement system hardware and software. 

] ) nclusions Q the areas of accounting for payments, chargeback billings, and debt col- 
lection by replacing the existing FECA systems with a single, integrated 

/ system. It is too early in this project’s development to determine 
whether project office actions to improve its contractor oversight and 
systems development methodology will adequately address audit criti- 
c isms of previous attempts to automate the FECA system, but on the basis 
of our review the project office’s proposed approach appears 
reasonable. 
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.GAO Did Not F’ind Any Additional Unreported 
Material ADP Weaknesses 

During our review, we did not identify any additional material ADP 
weaknesses that should have been reported by ESA. In assessing whether 
EBA had unreported material ADP weaknesses, we (1) examined the inter- 
nal controls and security over FECA transactions at three FECA offices, 
(2) interviewed officials from several agencies that have FEXA claimants 
and initiate FFXA claims, and (3) reviewed ESA'S plans to develop a 
replacement system. 

We did not identify additional material ADP weaknesses that had not 
been reported previously in Labor’s Financial Integrity Act reports. For 
example, the ADP security weaknesses we identified, although not specif- 
ically reported by JBA, are included within the broad categories of ADP 
security weaknesses that were reported. Also, problems in ESA’S 
approach to developing a replacement FECA system were previously 
reported by Labor’s Inspector General. In addition, Labor reported a 
departmentwide material weakness concerning information resource 
management, during 1983-1986, including the area of acquiring new sys- 
tems. ISA’S current approach to developing the replacement system 
should provide for an improved ISA systems development methodology 
and greater contractor oversight. 

Although officials from the three agencies we contacted mentioned diffi- 
culties in obtaining timely responses from FECA personnel concerning 
case information on their employees receiving FEW compensation, FECA 
replacement system goals address this issue. For example, the replace- 
ment system will allow immediate access to more case and payment 
information, thereby facilitating timely responses to requests. 
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Additional Actions Can Help ESA Identify and 
Ckrrect Material ADP Weaknesses 

OMB Circular A-123, “Internal Control Systems,” August 4, 1986, 
requires agencies to conduct a risk assessment of their assessable com- 
ponents-as defined by the agency- and perform a detailed review of 
high-risk components. The circular also provides that needed corrective 
actions, identified through these evaluations, be implemented on a 
timely basis. Labor provided further guidance in a September 10, 1986, 
memorandum concerning its revised internal control program for 1986 
to 1988. In compliance with this guidance ESA has implemented a pro- 
gram to identify and correct material weaknesses by: (1) updating the 
inventory of EZW components; (2) evaluating these components according 
to risks; and (3) scheduling evaluations for the high-risk components 
identified in its 1987-1988 management control plan. Although EN’S 
management evaluation process for identifying and correcting material 
ADP weaknesses is generally in compliance with Financial Integrity Act 
guidance, as issued by OMB and Labor, we found that ESA has reported as 
closed or plans to close material ADP weakness cases before it has veri- 
fied the effectiveness of the corrective actions. These actions are con- 
trary to ,,dMH Circular A-l 23 and related Financial Integrity Act 
guidance. 

Also, FECA accountability reviews are an important means for identify- 
ing internal control weaknesses and verifying the adequacy of the cor- 
rective actions. However, since these reviews are not an integral part of 
FBA’s internal control evaluation process, ESA was not systematically 
evaluating FECA accountability review results to determine whether 
material weaknesses existed or corrective actions were being properly 
implemented. Finally, contrary to FECA accountability review require- 
ments, the ADP portion of these reviews was not conducted at each loca- 
tion that an accountability review was performed. Although, as stated 
in the previous chapter, we did not identify any unreported material ADP 
weaknesses, we believe that certain actions by ESA would help to ensure 
that material ADP weaknesses do not go unreported in future years. 

Cbrrective Actions Contrary to OMB and related Financial Integrity Act guidance, we found 

M/ere Reported Closed instances of material weakness cases that were either reported as closed 
or planned for closure before the corrective action was completed and 

Before Verifying Their verified effective. ESA officials having internal control oversight respon- 

Success sibility told us that they believed that the initial establishment of the 
Y corrective action was sufficient to close the case. In our opinion, without 

some type of verification, EU might close material weakness cases 
before the material weakness is corrected. 
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According to both OMR Circular A-123 and Labor’s September 1986 mem- 
orandum implementing the circular, internal control evaluations should 
include information on the results of tests of internal controls, and cor- 
rective actions identified through these evaluations should be imple- 
mented in a timely manner. Verification of internal controls is necessary 
to determine whether they are working as intended. In a November 1986 
report,’ we recommended that material weaknesses be reported until 
they are substantially corrected. The House Committee on Government 
Operations, in an August 1986 report,” stated that full and clear disclo- 
sure of material weaknesses by agencies is essential to achieve improved 
internal controls throughout the executive branch. In order to have full 
and clear disclosure, JBA needs to follow up on the effectiveness of cor- 
rective actions before declaring a weakness case closed. 

Of the material weaknesses noted in this report, we found that FSA 
reported one material weakness case closed and plans to report two 
more closed before verifying that the corrective actions were successful, 
According to Labor’s 1986 Financial Integrity Act report, the weakness 
related to the lack of a medical fee schedule has been corrected. How- 
ever, as discussed in chapter 2, the automated medical fee schedule 
developed by IBA includes only 6 of the 21 provider types and covers 
only about 49 percent of the annual FECA medical payments in 
chargeback year 1986. As a result, the medical fee schedule is not con- 
trolling a large portion of medical fees. The justification for the FECA 
replacement system states that the medical fee schedule provides only 
part of the control needed over medical providers’ charges. 

MA internal control officials said that Fs plans to report that its ADI’ 

security weaknesses are corrected as soon as new ADP! security proce- 
dures are issued in December 1987. We believe that until these proce- 
dures have been implemented and tested such closure/ is premature. As 

h 

discussed in chapter 3, E‘ECA security procedures alreqy exist to prevent 
the access control weaknesses identified in this report, but they are not 
being followed. Thus, the existence of procedures, in iiself, does not 
guarantee the correction of a weakness. 

‘Integrity Act: l’reasurg’s Annual Reporting Needs Improvement, GAO/IM~EG87-16, November 26, 
l-980. 

~Ploucj~ Report 99-744, August 6, 1986, Implementing the Federal Managerq’ Financial Integrity Act- 
Three Years 1.at.w. 
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chapter 6 
Additional A&one Can Help ESA Identif’y 
and Chrect MaterM ADP Weaknesses 

Finally, in the 1987 Financial Integrity Act report, ESA plans to report 
the debt collection material ADP weakness closed on the basis of (1) issu- 
ance of a December 22,1986, FECA bulletin concerning reporting of delin- 
quent debtors to credit bureaus and (2) enhancement of management 
reports generated by the Automated Debt Management System. How- 
ever, the new Automated Debt Management System was not planned for 
implementation until late in 1987. After that it will still need to be veri- 
fied in operation at the district offices as effectively correcting the 
material weakness; thus, closure prior to this event would be premature. 

ESA officials informed us that they report the closing of material weak- 
nesses as soon as procedures are documented to correct the weakness, 
since they believe that the establishment of procedures will provide a 
baseline to measure performance in complying with the procedures. We 
agree that the establishment of procedures to correct weaknesses pro- 
vides a baseline against which to measure performance. However, by 
closing material weakness cases before verifying the effectiveness of 
those procedures, ESA is not complying with OMB and Labor guidance 
requiring that agencies ensure that corrections are working as intended. 
As a result, the weaknesses are no longer being accounted for and 
tracked in ESA’S corrective actions tracking system and annual Financial 
Integrity Act reports. 

flECA’s Accountability Labor has chosen accountability reviews as one means for measuring 

Reviews Are Not an the status of internal controls. However, the results of FECA accountabil- 

Ihtegral Part of ESA’s 
ity reviews are not systematically used by EISA internal control officials 
to identify material weaknesses to be reported under the Financial 

I$nancial Integrity Act Integrity Act. By systematically reviewing the results of FECA accounta- 

qvaluation Process 
bility reviews, ESA would make the most efficient use of its limited inter- 
nal control staff. 

OMB Circular A-123 requires management to annually evaluate its con- 
trols to ensure their effective implementation. The circular provides for 
two types of evaluations: 

. internal control reviews using methodology specified in OMB'S Internal 
Control Guidelines, which were developed for agencies to use under the 
Financial Integrity Act, or 

. an alternative review process including management and consulting 
reviews that determine whether internal controls are operating in com- 
pliance with Circular A-l 23. 

1 
: 

/ 
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Chapter 0 
- 

Additional Actions Can Help J3SA Identify 
and Correct MaterIal ADP Weaknesses 

According to its 1986 Financial Integrity Act report, Labor relies on a 
continuous cycle of accountability reviews as part of its alternative 
review process. Accountability review teams from the FEXA national 
office visited each FF,CA district office in 1985. Because of budget con- 
straints, only six offices were visited in 1986. FECA Circular 86-8, “FY 
1986 FECA Accountability Review Process,” December 31,1985, docu- 
ments the purpose of FECA accountability reviews as an assessment of 
the movement by FECA district offices “towards excellence, effectiveness 
and efficiency in the applications of program policy and established pro- 
cedures.” A  separate FECA Accountability Review Manual provides per- 
formance standards in terms of making findings and evaluating 
performance and reporting where deficiencies or problems exist. 

JTEU accountability reviews are intended to (1) measure and control 
erroneous payments to individuals and (2) provide a process to identify 
FECA operations that are either not working or need to be improved-an 
important intent of the Financial Integrity Act. In a December 4, 1986, 
summary of fiscal year 1986 accountability reviews, the Director, Office 
of Workers’ Compensation Programs, identified “major system problem 
areas” in the six FECA district offices reviewed that year. One problem 
area identified in the summary -untimely and erroneous debt collection 
practices-provided evidence that a material ADP weakness in a prior 
year Financial Integrity Act report continues to exist. Another problem 
area identified was the need for FECA districts to provide better medical 
evidence to support total or partial disability payments-a problem also 
raised during congressional hearings before the House Committee on 
Government Operations in 1982 ,3 

ESA’S Office of Management, Administration, and Planning recognizes 
the importance of FECA accountability reviews. In a March 11, 1985, b 
memorandum to the Director, Office of Workers’ Compensation Pro- 
grams, the Director, Office of Management, Administration, and Plan- 
ning noted that several of the problem areas identified during a Division 
of Internal Management Control internal control review had been previ- 
ously identified during the FJXA 1984 accountability reviews. Neverthe- 
less, these reviews are not an integral part of the ESA’S Financial 
Integrity Act evaluation process. Officials of the Office of Management, 
Administration, and Planning, who are responsible for overseeing and 
conducting ESA internal control reviews had not seen the above fiscal 
year 1986 summary until we showed it to them in May 1987. 

“House Report 97-399, dated 1981, Twenty-first Report by the Committee on Governmental Opera- 
tions Together with Additional Views. 
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Chapter 6 
Additional Actions Can Help ESA Identify 
and Correct Material ADP Weaknesses 

According to the above Office of Management, Administration, and 
Planning officials, they request the results of FECA accountability 
reviews only when the Office is conducting an internal control review of 
FECA activities. As a result, ESA is not taking advantage of a potentially 
valuable process for evaluating internal controls. If systematically 
included as an integral part of the Financial Integrity Act review pro- 
cess, the accountability reviews can help ESA ensure that (1) major FECA 
problem areas are identified and evaluated as potential material weak- 
nesses and (2) that proposed corrective actions are implemented. 

Abcountability Reviews 
H 
C verage Q 

ve Limited ADP 
ADP operations are essential to carrying out the mission of ESA and, in 
our opinion, if not properly controlled, the potential exists for fraudu- 
lent or abusive acts to occur. FECA program officials rely on accountabil- 
ity reviews as a means to ensure that their ADP security and internal 
controls standards are being met. However, the effectiveness of FECA 
accountability reviews can be improved by ensuring that all such 
reviews include coverage of ADP in accordance with FECA accountability 
review guidance for evaluating ADP internal controls. 

In June 1987, the Office of Workers’ Compensation Programs evaluated 
the FECA accountability reviews and found that these reviews did not 
always include an assessment of ADP security review standards. The 
office subsequently recommended that adequate staff be obtained to 
provide ADP coverage at each district office. 

During discussions with FECA program officials, we found that FECA 
accountability review teams are normally composed of five to seven 
team members, most of whom are former FECA claim examiners. One 
team member, a former FECA fiscal officer, reviews fiscal operations, ADP 
operations, and ADP security. However, this member is not scheduled to 
visit 6 of FECA’S 13 district offices during the fiscal year 1987 reviews. 
As a result, these critical areas will not be covered in 6 districts during 
fiscal year 1987. According to FECA program officials, the office lacks 
staff who have the technical expertise to conduct reviews of FECA'S ADP 
and fiscal operations. Thus, these areas are not covered during the 
review if a member with this expertise is not on the review team. 

Cqmclusions ness cases were either closed or planned for closure 
before corrective actions were tested or otherwise verified. Premature 
closure of these weaknesses could result in optimistic reporting of cor- 
rective actions and an incomplete correction of the material weaknesses. 
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chapter 6 
Additional Actions Can Help JBA Identify 
and Cotwet Materhl ADP Weaknesses 

J%A could make better use of its limited resources by making FECA 
accountability reviews an integral part of its Financial Integrity Act 
evaluation process. FECA accountability reviews can verify corrective 
actions and potentially identify future material weaknesses. Also, thor- 
ough accountability reviews with adequate ADP coverage would contrib- 
ute to m ’s verification of corrective actions and reported status of 
internal controls. 

I R+ommendations The Secretary of Labor should require the Assistant Secretary for ESA to 
implement the following actions: 

. Ensure that proposed actions to correct material ADP weaknesses are 
adequate, by verifying their implementation and effectiveness before 
closing the weakness cases. 

l Make efficient use of limited personnel resources by incorporating 
accountability reviews as an integral part of identifying and correcting 
material weaknesses, and evaluate systemic weaknesses identified dur- 
ing these reviews as part of the annual Financial Integrity Act review 
process for possible inclusion in ESA'S annual report to the Secretary of 
Labor. 

l Ensure that ADP controls are evaluated as part of each ~%CA accountabil- 
ity review. 

ency Comments and Labor concurred with the above recommendations (see app. II), but took 
exception with two of the three examples which we used to show that 
KSA was prematurely closing corrective actions before verifying the 
effectiveness of these actions. However, we believe our examples con- 
cerning the establishment of a medical fee schedule @d an Automated 
Debt Collection Management System appropriately demonstrate prema- ’ 
turely closed cases. Labor stated the corrective actiob concerning the 
medical fee schedule was properly closed upon implementation of the 
current medical fee schedule. However, Labor’s 1982 testimony and sub- 
sequent progress reports to the Senate Permanent S  bcommittee on 
Investigations and Labor’s Financial Integrity Act r f ports show that the 
material weakness was not limited to its present int rpretation. Our rea- 

“L, sons for believing the medical fee schedule has not f, lly addressed the 
reported material weakness are presented in chapter 2. (See pp. 18 and 
19.) 
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Chapter 6 
Additional Actions Can Help JBA Identify 
and Correct Material ADP Weaknesses 

Labor further stated that the contract for the new Automated Debt Man- 
agement System is on schedule and hardware is under active procure- 
ment, and that leaving this corrective action open for further testing 
and monitoring would not have been productive, once the actions had 
been initiated. However, because this system still has not been imple- 
mented, the effectiveness of the corrective action cannot be verified. In 
our opinion, therefore, the material weakness should not be closed until 
the corrective action is verified. 
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Appendix I 

Request Letter 

ONE HUNDREDTH CONGRESS 

@angress of the United j5tates 
l!uuse of RPprPetntatiaee 

EMPLOYMENT AND HOUSING SUBCOMMllTEE 
OF TWL 

COMMIlTEE ON GOVERNMENT OPERATIONS 
“AYS”RN “0”SI OlFlCE WILOING, ROOM 8-349-A 

WASHINGTON. DC 2OSl5 

April 27, 1987 

The Honorable Charles A. Bowsher 
Comptroller General 
U.S. General Accounting Office 
441 G Street, N.W. 
Washington, D.C. 20548 

Dear Mr. Bowsher: 

As part of its oversight responsibilities. the Suhcom- 
mittee on Employment and Housinq has long been concerned with 
the effectiveness of federal workers' programs. The Federal 
Employees' Compensation Act (FECA), administered by the 
Department of Labor's Employment Standards Administration, 
has been the subject of hearings in the past. 

At our request, staff from your Information Management 
and Technology (IMTEC) Division recently briefed Subcommittee 
staff on the objectives and scope of work they are conducting 
concerning FECA automated systems. The basic thrust of the 
review, to determine whether ESA is effectively identifying, 
reporting, and correcting material weaknesses in these systems, 
is highly relevant to this Subcommittee's concerns. We are, 
therefore, requesting that the review he performed under the 
auspices of this Subcommittee. 

Specifically, we would like you to determine for the 
FECA system whether: 

-- ESA is making progress to correct material 
ADP internal control weaknesses reported by 
Labor under the Federal Managers' Financial 
Integrity Act, 

-- Other material ADP weaknesses exist which ESA 
has not identified, and 

-- ESA has an effective process in place to 
identify and correct ADP internal control 
weaknesses. 
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Appendix I 
Request Letter 

The Honorable Charles A. Bowsher 
Page 2 

In light of the broad congressional interest in this 
area. your staff, upon notifying this Subcommittee, may brief 
other interested subcommittees as the review progresses. 

Should you have any questions, please contact Stuart 
Weisberg, the Subcommittee staff director, at 225-fi751. 

Thank you for your cooperation. 

Sincerely, 

TOM LANTOS 
Chairman ing Minority Member 
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U.S. Department of Labor Assistant Sacretary for 
Employment Standards 
Washington, DC. 20210 

Mr. Richard L. Fogel 
Assistant Comptroller General 
Human Resources Division 
U.S. General Accounting Office 
Washington, D.C. 20548 

Dear Mr. Fogel: 

Thank you for the opportunity to review the General Accounting 
Office draft report entitled: eINTERNAG . Adons to 

I Correct Svatem& . 
You will note from the enclosed comments that the Department of 
Labor concurs with a number of the GAO recommendations. In those 
instances where the Department does not agree with GAO 
recommendations, we hope that the comments provided will further 
clarify and resolve the issues. 

I have also enclosed a copy of the draft report with "pen and 
ink" editorial changes. I hops these will facilitate issuance of 
the final report. 

If you have any questions, please do not hesitate to call me on 
523-6191. 

I 

f cer eL 

4Rd.l 

red W. Alvarez 
Assistant Secretary 

Enclosures 
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Appendix II 
Agency Comments 

General Accounting Off ice Draft Report 
Entitled - ADP Internal Controls: 

Actions to Correct System Weaknesses 
for Federal Employees’ Compensation 

“We recommend that the Secretary of Labor reopen the closed 
corrective action with respect to expanding the autcmated medical 
fee schedule to include noncovered provider types, such as 
hospitals and pharmacies, and direct the Assistant Secretary for 
ESA to determine the feasibility of expanding its automated 
medical fee schedule to include the currently uncovered provider 
types, as part of completing this corrective action. The 
Secretary should continue to report this issue as an open 
corrective action until appropriate internal controls are 
imp1 emented. ” 

The Department does not concur. 

The Federal Employees’ Compensation (FEC) Program’s medical fee 
schedule, as presently structured, was developed and imp1 emented 
in response to a specific, narrowly-defined deficiency identified 
in the. program’s medical bill pay process. The Senate Permanent 
Subcommittee on Investigations (the Roth Committee) discovered 
that certain physicians (who were also abusing HHS medical 
support programs) were overcharging for services or, in some 
cases, charging for service not provided. In analyzing how a 
medical fee schedule could be applied to control part of this 
problem, the FEC program decided that it was feasible to expand 
their schedule beyond the originally contemplated physicians’ 
services schedule to include a total of six medical provider 
tYPes. This medical fee schedule was implemented in FY 1986 and 
we be1 ieve that the corrective action was appropriately closed as 
the specific deficiency identified was resolved. 

In this context, we al so be1 ieve that since the originally 
identified deficiency was resolved, it would be inappropriate to 
“reopen” the corrective action because GAO wishes to “redefine” 
the def iciency . If a weakness allowing abuse or waste, 
previously not identified, exists, then such a deficiency should 
be identified and documented, and a corrective action or approach 
recommended. 
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We do not believe that any such weakness has been identified or 
documented. We agree with the GAO that the program should be 
vigilant in its efforts to better manage FEC medical costs. 
However, the two examples cited in the GAO draft report a6 prime 
candidate6 for inclusion in an expanded medical fee schedule - 
hospital services and prescription drugs - may not, at this time, 
be appropriate for inclusion in the schedule. It should be noted 
that when the program developed the current fee schedule, these 
services were evaluated, and the program determined that they 
could not be included in the medical fee schedule at that time. 

There are a number of reason6 for this. We recognize the 
potential value of extending the fee schedule to other types of 
service, but believe that the experience necessary to adequately 
define what constitute reasonable fees for hospital service6 and 
prescription drugs has not been developed within the Office of 
Workers' Compensation Programs (OWCP) or other health benefit 
programs, such as the Health Care Financing Administration. The 
work currently underway to study the results of implementing 
Diagnostic Related Groups (DRG) as a means of controlling 
hospital costs is not complete, nor is it conclusive for our 
purposes. The chief criticisms that have been levelled at the 
DRG system are that it does not adequately take age or severity 
of the condition into account. Also, we believe that there are 
distinct difference6 between the populations covered by the FECA 
and those covered by HCFA, especially as related to age of 
beneficiaries. Additionally, given the differences in the 
philosophies underpinning the two programs, application of a DRG 
approach may be inappropriate and ineffective in the FEC program. 
The FEC program is obligated, by law, to pay for all appropriate 
medical expenses related to a claimant's accepted condition. 
Therefore, application of a DRG mechanism may not yield any 
savings in the FEC program as services deemed necessary by the 
physician would be covered. We believe that these differences, as 
well as the lack of conclusiveness about the efficacy of DRG'6 as 
a mean6 of determining reasonable costs, would make any adoption 
or adaptation of such system6 by CWCP very premature. 

There are other problems with enforcing "reasonable" cost 
controls for pharmacy services. The primary one is the inability 
of CWCP to making binding on the provider the implementation of 
any fee schedule we might adopt. Pharmacy services are provided 
overwhelmingly on the basis of a prescription written by an 
injured worker's attending physician. No advance notice is 
issued to the pharmacist advising that OWCP has a fee schedule 
which is binding for services and supplies, as is the case with 
physicians and therapists. In the latter cases, we issue (in 
most instances) a CA-16 form, Authorization for Treatment, which 
details the nature of the services which may be provided and 
requires the use of the mCP/HCFA-1500 form for billing purposes. 
It is the signing of the OWCP 1500 form which bind6 the physician 
to accept OwCP's determination of a fee based on our fee 
schedule. The provider has advance notice of the existence of 
the schedule and agrees to accept our determination. 
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Pharmacists are not provided in advance with such forms 
authorizing di6penSatiOn of drugs, nor do they suhnit their bills 
on a form obliging them to accept our fee determination. At this 
juncture, we do not view the implementing of a pharmacy fee 
schedule as practicable. We are not prepared to make injured 
workers endure the delay6 which would result in the securing of 
prior authorization or billing forms should a prescription be 
necessary. Moreover, most prescriptions are paid for by the 
claimant at the time the drugs are dispensed. CWCP reimburses 
the claimants upon submission of receipts and after evaluating 
the appropriateness of the prescription in relation to the 
accepted condition. Should a pharmacist not be familiar with our 
fee schedule for prescription drugs, or not be willing to comply 
with the schedule after the fact of payment by the claimant, it 
would be the injured workers who would bear the costs of our 
implementing a fee schedule. Again, this runs counter to program 
pal icy, which is to reimburse the claimant for the medical 
charges related to an accepted condition. 

While the combined cost6 of hospital services and pharmacy bills 
to the GWCP program are considerable, the portion represented by 
pharmacies is greatly outweighed by hospitals. For these reasons 
we do not concur in the need for a pharmacy fee schedule. With 
regard to hospital fees, we intend to monitor the experience of 
other benefit programs, both government and private. When 
sufficient information regarding other programs' experience is 
available, we will make a determination regarding the feasibility 
of adapting these mechanisms to the FEC program. In any event, 
we do not envision any fee schedules for additional provider 
types until the implementation of our new autcanated data system. 

While we have concerns regarding the examples cited in the GAO 
report as ways of controlling FEC medical costs, we agree that 
more can be done in this regard, and we are in fact doing a 
number of thing6 to control costs. For example, the program now 
requires second opinions prior to many kinds of surgery. 
Additionally, in developing specifications for the enhanced FEC 
system, the program will survey the marketplace to determine 
what, if any, off-the-shelf software packages are available to 
assist in managing bill payments. Using either off-the-shelf or 
custom software, automated processes are planned which would 
screen cases against tables of expected duration of disability 
for common injuries, ensure that medical procedures are 
appropriate for the specific condition or diagnosis, ensure that 
services performed are appropriate for the type of provider 
sutrnitting the bill, and 60 on. 

"The Secretary of Labor should ensure that the Assistant 
Secretary for ESA provide6 for adequate internal controls to 
protect FECA ADP systems and requires that ADP security 
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procedure6 are followed. As part of this requirement, the 
Assistant Secretary should ensure that actions are implemented to 
improve ADP internal controls which include the following: 

Protect system access by providing each authorized FECA user 
with a unique user identifier and password so that user 
accountability can be effectively tracked, in accordance 
with Federal Information Processing Standard Publication 83 
and FECA procedures;” 

The Department concurs. 

We have long recognized the necessity of limiting access to the 
FEC data system. While all users are assigned unique identifiers 
at present, we believe that the identifiers must be more secure. 
To this end, we will tighten our security procedures to require 
that a user identifier other than the user’s initials be assigned 
to each user by the system manager. In addi ti on, we will examine 
the programming requirements for unique user password6 to assure 
that the software is available to all district off ices and 
implement as soon a6 is practical. 

As noted in other parts of the report, the mere existence of 
procedures does not assure implementation. We propose to make 
National Office review of ADP security procedures a feature of 
each accountability review performed in district off ices. 

“Ensure that the FECA National Office and Kansas City District 
Office security managers comply with publication 83 to monitor 
unsuccessful attempts to access the FECA system and take 
corrective action6 as necessary; n 

The Department concurs. 

We believe that all district off ices should follow the standards 
established by FIPS publication 83. We be1 ieve that OWCP must 
better define the expectations for ADP system security managers 
generally and will examine the requirements of publication 83 in 
light of DOL and ESA policy and procedures in these areas and 
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prepare a general release to all program offices. We believe 
that the program and ESA should have been more diligent in these 
areas in the past. Bulletin6 providing criteria for systems 
manager6 in the program will be prepared. Additionally, ESA ADP 
security procedures, about to be issued, call for increased 
security training for ESA staff, closer monitoring and 
periodic testing of practices to ensure compliance with FIPS 
publication 83, and tighter security measures where necessary. 

However, with respect to the suggestion that district office 
security managers monitor unsuccessful attempts to access the 
FEC system, the Department notes a problem. The system-produced 
access log cited by GAO was produced by our time-share vendor 
from the mainframe system. A similar reporting capability does 
not exist at this time on district office IV Phase systems. The 
feasibility of acquiring or writing the required software will be 
examined in the context of the ongoing FEC ADP enhancement 
effort. It may be impractical to implement such a system given 
the current schedules for replacing the IV Phase systems. In any 
event, the Department will address this requirement when 
developing specification6 for the replacement system. 

"Determine and implement the level of security clearance needed 
for contractor personnel working on FECA systems in accordance 
with ESA Notice 83-194." 

The Deparment concurs. 

Contracts with FEC's two major ADP contractors provide that the 
contractor will assure that its personnel meet the level of 
clearances specified in OPM, DOL and ESA requirements. In the 
E-St, ESA only required that contractors be bonded as part of 
their security measures. This provision was dropped in recent 
years, and further security clearance6 were not stipulated. ESA 
is in the process of providing comprehensive guidansce in this 
area. When this guidance is available, FEC's two contractors' 
personnel will be brought into compliance. Future ,ADP service 
contract6 will require appropriate security clearance6 and these 
requirements will be enforced as part of contract performance 
oversight. 

"Determine whether the specific ADP security weaknesses 
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identified at FECA National Office and the Kansas City District 
Office also exist at other FECA district offices, and if so, 
correct them.” 

The Department concurs. 

As noted above, OWCP intends to review all district offices’ ADP 
security procedures as part of its accountability review process. 
The requirements for the systems will be reviewed in light of 
additional guidance to be provided in follow-up corrective 
actions to the GAO findings and signif icant changes will be 
incorporated into the FEC Accountability Review Manual. 
Deficiencies, when found, will be made part of required 
corrective actions and monitored for completion ss part of the 
Quarterly Review and Analysis process. Additionally, as 
discussed above, ADP security procedures will be implemented to 
resolve any weaknesses identified, increase ADP security training 
for ESA staff, and ensure full compliance with FIPS publication 
83 req ui rements. 

“The Secretary of Labor should require the Assistant Secretary 
for ESA to implement the following actions: 

Ensure that proposed actions to correct material ADP 
weaknesses are adequate, by testing or otherwise verifying 
them through follow-up reviews, before closing the weakness 
cases;’ 

The Department concurs. 

The Department believes that verification that corrective actions 
have been implemented is appropriate. However, with respect to 
the examples cited in the draft report, some comments are in 
order. The GAO report cites only two examples of proposed 
actions that they believe were closed before the actions were 
adequate: the extension of the fee schedule, and the securing of 
additional ADP resources to manage the debt recovery System. 
The Department is monitoring developments relating to medical fee 
schedules to determine if such expansion of coverage of the 

Page 46 GAO/IMTEG89-9 ADP Internal Ckmtrola 

’ 



Appendix II 
Agency Comments 

Y  

schedules is appropriate in the FEC system. However, as 
discussed above, ESA be1 ieves that the identified deficiency was 
resolved and therefore properly closed upon implementation of the 
current medical fee schedule. 

The procurement of additional ADP resources for management of FEC 
debt accounts was implemented timely and consistent with 
announced corrective action plans. The contract is on schedule 
and hardware is under active procurement. We believe that 
leaving this corrective action open for further testing and 
monitoring would not have been productive, once the actions had 
been initiated. 

“Make efficient use of limited personnel resources by 
incorporating accountability reviews as an integral part of 
identifying and correcting material weaknesses, and evaluate 
systemic weaknesses identified during these reviews as part of 
annual Financial Integrity Act review process for possible 
inclusion in ESA’s annual report to the Secretary of Labor;” 

The Department concur 8. 

OWCP will return to full review of the district offices’ 
compliance with ADP security requirements as part of its 
accountability review process, The findings of the review teams, 
as appr opr iate, will be incorporated into the annual Financial 
Integrity Act review process. OWCP will consider involving 
additional personnel familiar with the ADP security requirements 
of ESA and the Financial Integrity Act as an integral part of its 
district office accountability review process in hopes of 
maximizing the use of ESA resources. As noted above, 
implementation of ADP security procedures and ESA AQP Security 
plans will enhance these efforts by training ESA staff and 
providing better guidance regarding ADP security matters. 

“Ensure that ADP controls are evaluated as part of each FECA 
accountabil ity rev iew . ” 
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The Department concurs. 

See the discussion of the recommendation directly above. 
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